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Marlene 11. Dortch, Secretary 
Federal Communicalions Commission 
445 12111 Streel S.W. 
Washington, D.C. 20554 

RE: IP Globnl, LLC 
form 499 Filer ID: 82921 l 
Annual Customer Proprietary Network Information Compliance Certification: 
EB Docl.ct No. 06-36 

Dear Ms. Dortch, 

Enclosed for lil ing is the Annual Customer Proprietary Network lnformalion ( .. CPNf'') 
Compliance Cert ilication; EB Docket No. 06-36. filed on behalf of IP Global, LLC. 

Please do not hesitate to contact me at 407-260-10 11 or markQ;._csilong,vood.com if you have any 
questions or concerns. 

Thank you for your assistance in processing this liling. 

Mark G. Lammert, CPA 
Tax Preparer for JP Global, LLC 

cc: IP Global, LI C 
file: lP Global, LLC PUC - FCC 



I. 

S r ATEMENT OF POUC'Y If\ TIU~ATMft:NT OF' 
Ct ~ I cnrnn Pl~OPnlrTArn "F.TWORK J'\1'FOR~1ATfO 

II i~ IP Cilohal. [ LC (hcn:alicr rcl'crred lo as "IP Global"') polic) not lo use CP\ol lor .my 
acth ily other th.tn pcrm11lcd b) low \ny dtsclosurc of CPNI to other panics (such as 
alliliutcs. \cm.Jurs. <ind agents) occurs only if il is necessary Lo conduct n legitimolc 
husinc:-;s Jett\ tt\ related to the c;cn ices al read) prm idcd by the compml) to the cuslomer. 
II the Compan) ts not required b) la\\ to disclose the CP'\i l or if the intended use docs 
not foll \dthin one of the carve outs, the Company ''ill first obtain the customer's con:-;cnl 
pnor to using CP'\/1. 

IP Cilohul lullows industry-standard prncli~cs to prc,·cnt unriuthorizcu access to CP'\/I O} 
a person olh\.•t that the 'IUbscriber or IP Global. llowcvcr. IP ( i lobal cnnnm guarnnlec 
that these practices '' 111 prevent e'er) unauthori:ted lllcmpt lo access. use. or disdosc 
pcrsonall} idcnttfiablc infomrnt1on. I hcrclorc. 

A If an unalllhortzc<l disclosure were to occur. IP Glohal shall provide notific-11ion 
of the bn;ach \\ithin SC\ ell (7) da}s lo the l nnctl States Secret Scrncc ('"l SS\") 
and the I edernl Bureau oflnvcstigation ("FBI") 

n. IP <ilohal sh.111 \\ail an .tdditional seven (7} <.h.t)S from ils govemmcnl nolicc prior 
to 1101 i l~fog the alkctcd customers of' the breach. 

C. 'lll\\llhst.rn<ling the pro\1s1ons in subparng1aph B above. If> Global sholl not \\,lit 
the aud1tional seven {7) days 10 norif)' its customers 1f IP Global determines then.' 
ts ,m immediate risk of 1rrcparahlc h.11111 to lhc customers 

D. IP Ciluhul shall muinmin rccor<ls or discovered breaches for a period of at least 
t\\O (>)~ems 

3. \II cmplnyccs "i II be lramcd as to when 1hc)' ;ire, und rirc not mllhori:rcd lo use CP'\ I 
upon cinplmmcnl with the Comp<lll) and ;tnnuall) lhcreallcr 

t\. ~pccilic,1lly. II' Global shall pmlubtl tis pers1mncl from rclcustng CPl\I bnsc<l 
upon a cus1omer-inititt1ed tclcr>honc coll c-xccpl under the fo llowi11g three (J) 

cm:ttmstanccs 

I. When lhc custome1 has pre· cslabltshcu u password. 

2. \\hen the informalton requested b)' the customer 1s lo be '>Cnt lll the 
cuslomc1" s nddrcss of record. or 

3. \\'hen 11' Glohal culls the cu<;tomcr·s telephone number of rccorJ :m<l 
discusses the info1mntion with lhc pany inilially idcnlificd by customer 
"hen 'ien ice \\as initiated 



n. IP (ilohal ma) use CP'\I for the f(1llowin1.1 purposes· 

• To initiate. render, mainwin. repair. bill and collt:cl for services; 
• I u prntc~t its propcrt) tights: or lo protect its subscribers or other carriers 

I rnm fraudulent. abusi\ c.. • or the unhl\\ f ul use of, or subscription to. such 
services; 

• Io pronJe inbound telemarketing, rdaral or ad1111nistrati\ c sen J(C'> to 
the customer during u customer 1111timcd c<lll an<l ''ith the customer's 
informed consent 

• Io mar"'ct additional scr\ ices 10 customers lhat ure '' ithin the snmc 
categories of sen rcc to which the customer nlrcad.> subscribe~. 

• Io rnw "'ct sen ices fonncdy known ns ndjuncL-to-hasrc scr\1iccs: and 
• ·1 o market additional sen ices to customers with the n:ccipt or 1nfonncJ 

consent vra the use of opt-in or opHlllt, as appltcahlc. 

4. Prror to alln'' inv access to Customers· mdrddually idcnti liable CPN I to IP Global 's joint 
\Cnturcrs or inJepcndent contrnctors, IP Global will require, 111 order 10 safeguard that 
information, thcrr entry imo hoth conf1dcntialil) agreements that ensure compliance \\ith 
tlm, S1aternent .111d shJll obtain opt-in consent from a customer prior to disclosing the 
infoml.11ion In addition. ft> Glob:tl requires Jll outsidt! Deniers and J\gcnL'> 10 
nc"'no\\lcJge ,m<l certify that the> may only use CP\11 for the pwposc for which that 
inform.u1on has been provided. 

5 IP (ilub,11 n:quircs express \Hillen muhorizallon from the customer prior to dispcnsrng 
CP'\JI to nc'" currit:rs, c\1.;ept .ts other\\ isc required by law. 

''· IP Olohal docs not market, share or otherwise sell CP"JI info1111at1on to any third rarw. 

7. IP Cilo~al m,1int tins a rccorJ of rts O\\ll and its nf'liliatcs' sales and marketing campaigns 
that use IP Cilohal's customers' CP'\;1. l"hc record will include a description or each 
camp,ugn, the specilic CPNI that \\OS used in the campaign, tmcl what product!\ and 
scr" ices were offered a-. part of the campaign. 

J\. Prior commcm:cment of' a saks 01 marketing campaign that utilizes CPl'I, IP 
C1lobal establishes the status of a customer's CPN I nppro\'al. The l'ollo'' ing sets 
forth the proccclun.: folltmed b) IP Global. 

• Prini to uny solicitation for customer approval. IP Global will notiry 
customus or their nght to restrict the use of. disclosure of, •ln<l access to 
their CPNI. 

• IP Glob.ti will use opt-in opprovol for ony instance in vlhich IP Glob<il 
must ohtain customer approval prior to using. disclosing. or pcrmittmg 
access to CPNI 

• A customer's appro\'nl or disapproval remains in clTcct until the customer 
re\ okcs or limits such uprnn al or c.hsapproval 



• Recore.ls or approvals arc maintained fo1 al least one) car. 
• IP Global pro\idcs individual notice 10 customers \\hen soliciting 

.lppl'O\'UI to use. disclose. or permit access to C PNI 
• I he content ol IP Global's CPNJ notices comply with FCC rule 64.2008 

( ~ ). 

8. IP Glohnl has implcmcntcc.l u system w obtain approval and infmmed consent from its 
customers pril1r to the use of C PNI for marketing purposes. ·mis S) c;tcms allows for the 
status uf u customcr·s CPNI appro\al to be clear!) cslabltshcd prior lo the us<. ofCP\11 

9. IP Global has a supcn isory rc\lcw process regarding compliance with the CPNI rules for 
outbound n1:.11kct1ng s1lu.1tions ,md '"'ill maintmn compliance records for at least one )Car. 

Specifically. IP Glnbal's sulc!-t personnel will obtuin express approval of an) proposed 
outbound 11w1kct1ng re4ucst for customer upprO\al of the use of CPNI b) The General 
Coun:-;cl of IP (ilobal 

IO. IP ( llohal not1 lies customers 11nmcdimcly of uny account clumgcs. including addr~ss tlr 

record, aulhcnucation. onlinc account Jnd password related changes 

11. IP Global mn\ ncgoliutc alternative authentication procedures fur services that IP Global 
pro\ ides lll husmcss customers that ha,·c a dedicated account rcprcscn1nt1ve :md a 
contract that spccilically addn:sscs JP Global's protection of CPNI. 

12. IP Cilohal is prcparc<l to pm' idc wrillcn notice within live business days to the FCC of 
an> 1nstam:c \\here the opt-in mechanisms do not \\Ork propcrl) to such a dcgrcl' that 
wusumcr's inability tn upt-in is more than an anomaly 



,\" L,\L .t7 C'. F.n . S: 64.2010 (e) CP'l l Cl•:RTlFlCATlO~ FOR 2016 
ER Oockct 06-36 

Date rikd· Januar) 28. 2016 
Name or Compnny· IP Glohal I.LC 
f'onn .J<)C) I ilcr ID. lP92 J 1 
N;ime of Sign•llory loci B. Bmtliff 
Title of Signatory· Pn:s1dcnt 

I. fod B. Brntlill. certify that I am an officer of the com pan} named above. and acL1ng as an 
ngcnt of the com pan). that I have personal knowledge that the compJny has established 
operating prrn:c<lu1cs that arc adequate to t•nsurc compliance with the Commission·s CPNI rules. 
~Cl. 47 c I R. ~6-1 .2001 Cl H'lf 

Auachcd to this certification i'I an accompanying statement c:-.plaining how the comp.111y"s 
procedures ensure that the company is in compliance with the rcquin.:mcnt~ set forth in section 
64.2001 et . . \'l' rJ. nftht• <.'ommission·s rules. 

·1 he company has not taken an) actions (procec<lrngs instituted or petitions filed b) a company at 
either stntc commissic1ns. the courl S}stcm, or al the Commission against data brokers) ngnin'il 
dntu brokers 11\ the past year. The stcrs the company ha-; taken to protect CPN I include upd.ning 
its CP'il practices <tnd procedures and conducting nc\\ 1rn1ning dc:;1gncd to ensure compliancc 
\\ith the ICC s mnd1licJ CPM rules. 

l'hc compan) has nnt n.:ccivcJ Jll} cuswmcr complaints in lhc past year conccming the 
unauthori7cd rckasc (11 CPNJ 

) 

Signed: - M fj p 


